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MEMORANDU?

SUBJECT:

Y
%,

le Onl Octobe'fh,‘ the AD/CI approv?; request that you three serve

eparation of my final report on

as an ad hoc grouwp to “ﬁsist me in the
the above subject.
%

2, Attached is a rougl aft of a final report. As you know,
this is backed up by over 200 pages of detsiled notes complete with index
of subjects and names, It hafs,t hfen suggested that only the summary be

sent to the IAC, but that the Zdll report in the form attached would be
useful to others, . { A NTT LN

{s veen‘typed with wide margins to provide you
g snd ou’&tping remarks., I trust that we may be
Oetober, to discuss the draft and particularly
qfestionss %,

3, The draft report
smple space to make séat
able to meet on e
the following general

orn of report useful?
be Does ¢ report cover the subjects rost important to lmow?
c. Would Zraphics in the form of drganization charts or flow .
f justify the labor of prepering them?

om should a report of this

&, Is this

25X1A
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SUMMARY

1. The sumary of the taetagdudthrongh samza&myornm
prosedures in m,e.umm a8 muthorised by TAC-D-TO indicites that a1 Agencien
ave wall aware pf the need for, and of thelr rmmiuuf.in comnected with,

prompt haadling of eritieal md important information ﬁa Washington, , The
survey covered nll phases of the alerting procecdure in o,{ IAC Agencles, ad
included the haq\dling of material from the point of mé';ﬂ. receipt, to delivery
1o the oomasnd o:}sucy leval.
WQLEISIQKS:
\ 2, although m%em of sFitical and important intelligence sre
ctﬁi\oim, it was fownd that inadequate mechanisms exist to assure that informe-
on eqatdmﬁ in "operstional® commnicatlons gets promptly into intelligence
chmmls. m example of this was the HB-SO plane shot dosm by the Russians off
Mmm\\ 29 June, information on which did not reach intelligence channels

&
e

urtil about five howrs after the faol was imown to operations officers. Virtually
ating in the survey stated that either for security reascns
"{ntelligence mindedness® on the part of the operations
sr policy lswel, opera s.nformaﬁon 1s not gratultously passed to Intelli-
gence, Towever, in most Agenules thls information can be obtained by Intelligence
if & specifiec requast is made Ia‘ 2 glven itenm,

3, Commmications chamels exist. and are thought to be adequate for the
prompt transmission of mn&ﬂy criticﬂ items, However, this
presums that such itens ln given a lufﬂsimtly high transmission precedence
to assure that @) other traffic is pushed ai&e. ~wuammm-.!.mrt.*mmfm

Approved For Releﬁe 5 5&}m§%DP79BO1737A00090001 0009-6
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- Washington are inadequate, Ho secure channels exist to permit x0) IAC member

Agencles %o exchange classified information other than through i& use of &
relatively slow and complicated teletype hook-up. The Agencies _sdwit that
information can be exchanged quicikest through the use of gouriers,

£ Ji Vatoh or duty officers serve to a grester or lesser extent in all

J\ Agoncles except AEC, Xey officisls in all Agenclies ¢an be reached during off-

i

i\ duty howrs. CIA, NSA, snd Air Defense Command have full-time watch officers

who serve solely in tils capacity with no othor dutles, The other Agenoiss
rotate officers assigned to other fimctions t cover the off-duw hours. In
gonaral, adequate watch uffiear aide exist in each Agency in the form of briefing
m;, watch officer books, home phone numbers of key officials, regulations,
and instructions. Most Agencles brief their wateh officers on current intelli-
e L R

Y d 11 agenoles hawe at their dieposal adequate mewns, through competent
Wtﬂw evaluating critical mummau, for supplying neoceasary baskground

ad aemﬂ}_:t, and for sssuring that a relatively complete statement is made, pro-

Q.

vided thaty) “information is svailable, Howsver, most vatch officers
dsak the detalled knowledge necessary to recognize obscure items, and there is
JW

00 «at.ral file or dieplay mechanism to serve, W«ﬁrm,
Hoa-
ut 4 aa ald both tc evaluation mnd tokntch of ficers,

RECOMSTHD fzm‘

LI C»«E
alLibeges
1. 7That mrrangenents be made to asswe that Anformation contained in opera~

tional commnications be passed without delay into intelligence chamnols.

-2 -
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2. Thst a technicsl survey be made of the secure commmications link
betwsen the IAC Agencies in Washington with the aim of establishing sesure
ehmm,mx‘eﬂhlytohmﬁaam.

i A« That the Service Agencies mnd State establish full-time watch of ficers

;‘ to provide continuity. {umcwmmmmnmacmmmmm~

i /';
/ 4 nalune v

hmmm»mmmnmurarmmmwmmnwm
$ien §t collscts, it is felt wmecessary to establish a fulletime watch progedure
in these three igencies.)

- e:ﬂi:“ g dade 4?&.)
\;\ ‘5 A that & mm&i ’1:’3&13; tions mechaniem be estsblished sc that indi-

(2.00ve. : \?“
- \ vidual Agenoy mnalysts and watch officers may call in m discuss oritical RV }
! 1tens 85 sn ald to their preliminary ovaluation, ;vé.w
z ¢ /
7

\e %‘}‘\’\\U\,Ll&)'ki \ewu l?\&u\

' : g g"ﬂ«.&M‘}fi“‘.l&_"
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1, On & My 1953 the Intelligence Advisory Committes issued
IAC«D=T0, "Propoved Surwey of Alerting Procedures in Intelligence”.
This dlreciive states that KSCID lo. 1 asaign specific responsi-
bilities to the JAC and its member agencies in the event that
information is received indicating impending foreign orisis situae
tions or forelgn conditlons that affect the security of the United
Staten, T@Mﬁummﬁ alerting progsedures now
exist in each agenoy and states that the ICI desires that th:y be
Wnaﬁﬂcmﬁcwmmmtmem”h

laborate in a fact-finding survey to begin at the point of receipt

of ingoming information and examine all smteps in its routing. The
swrvey would poini up gaps in existing procedurss, should ary gaps
exist, and would bring together in one place the details of these
procedures, The AD/CI accepted responsibility for the survey and
designated _aa the Intelligence Officer to conduct it.

2. By mideJuly all the IAC agencies sulviitied the names of
officers to be gontasted, the cnly restriction being that in cerisin
instanocs Intelligence eculd not give permission for vieits to
Staff Communications Centers that wers operaied st a higher lewel
in the cemmand chaanel. .

3. The AD/CI mmud-ta deal anly with the
designaied represemtatives of the partisipating agencies and such
wembers of those agencles as the representatives might indicate,
&me that authorisation of the project implied no imspection

Eoant B il

&gpro‘/ed For Release 2001/11/20 € [A—i?DP?bBO1737A000900010009 6
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i. The swvey was gunducted through visits to and interviews w
in ﬂiﬁ&nﬁss including the collsection and current intelligence
produsiion parts of CIA, In many instances it was possible o
trace the actual handling of a recent item, for exsmple, the
shooting down of an RB=50 recomnalssance plane by the Russians
off Vliadivostok on 29 June,

2. Although agencles, except A¥C, have published directives
and instructions for the guldmnce of individuals charged with ths
haadling of %%’u&omﬁm, affort was mede to go beyond
these publications to find o posgntpias)
is handled and who the people are who handle it,

3. An extension of the sxrwey was accomplished through a
vislt to the Alr Defemse Command in Colorade Springs with the
Wateh Committice late in iugust, This provided an opportunity to
obeerve 3 wellesoncelived and wellerun cevaluation procedurs that
contsrs in the ADC Indications aatrd,aa well as an opportunity
tc learn the prosedurez followed at one of the sommands, a vital
resipient of IiCeproduosed intelligence,

Le The NSC defines "eritical information® as == ® , , ,
information that indicates an lmpending crisis situation, sueh
a3 the outhreak of hostilities invelving the United States, or
a eondition which affects the security of the United States to
sush aa extent that immediate actlon or decision on the part of
the Preosidant or the Nationzl Security Counclil secms to be ree

quired . . ." Vo adequate term has been found in use thut
Approved For Release 2001/11/20 CIAZ/DP7QBO1737A000900010009 -6
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covers information as defined plus mmrginal information which

might develop into a eritdcal situstion, Therefore, the temm

\ PRLCUTL o
%Mmmﬂummmmsmmm e

‘ O0\Te6 AR R wmab e
information that clearly meets the NSC mueﬁ’as well as

1. T™ie vepert describes the principal procedures involved
_ \ chad™
hmhm&im-osemdwmﬁm throughout the IAC
Tee m TR
sgencies. In is orgmised functionally to indleate
the methods spplied to sach step in &1l agencies,
2. Tade are attached summrising the organisation and

he ,
methodsy of operation in each klcemx.

J o Bl N

b "“7"; W -

):;S'”g,r‘g:'
B

B
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ie CIA, Slate, and the three Service igencles 411 have
specilfic collaction responsibilities overseas, (I iz re~
sponsible for &1l covert collection as a service of coaron
concerng State and the Serviees collect throwgh iheir owersess
misgions and commands, The FBI has & domexile collection re-
sponsibility which 12 mei through the operations of ite 52
fleld offices in the major US cities, Alaska, Hawsil, and
Paerte Zico. The AFD, wWille having no epecified collection
respongibility, recelves information from its traveling

solenilsts

JIG has no collectiom
resmonsibillty and works with the information produced by the
other IAC Agerncles,

2, Information collested as onutlined above is trausmitied
to Washington elther hy eable or by pounch., Initial sereening
in the field resulis i.n the decision that a glven item is &9
be seni by cabls am% ismlta in the assigmment of & trans-
migaion precedence indisator to asewre prompt hendiing.

3. A)1 agencies poinisd out that mmch %wramﬁ—
tion agpears Iirst in press releaBes. Iplanations of this
have ranged 311 the way frem the fact that the press services

conduct world-wide, point=by-point coversge, thwrough the fact

Approved For Release 2001/11/20:CIAZRRP79B01737A000900010009-6
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that the press services are not hampered by security require~
nonte, mmammtmtmmmawmpta
somewhat irresponsible attiiude and report a suspected incident
only to deny the repert shorily theraafter. lNost information
oo the June 17 Berlin riole came from press relogsas. S

q.Each agency has its own system of establishing requirements and

priorities for the collection of information, and various priorities
committees exist. However, further review and coordination is re-
quired to ensure priority attention tolzziggg:EAi;ems. Facilities
exist for the follow-up of an item through the issuance of specific

requirements, although the opinion has been expressed that more use

 should be made of this possibility.
Wi eI ~‘v T T - -

B,

ls Frequeatly “operational® messages contain intelligence
information. Seldom ls this information gratultously passed into
lantelligence chsnnels, although singere efforts have been mads
by both the operalions officers and the intelligence officers to
apsure thet this is done. It hao beon explalped that this fallure
normally resulis cither becsuse of a lack of "inielligence mindedness®
on the part of the operations officers or for security roasons dice
tated by Operations, dowever, seldom doos Opsrations deny the
information %0 lnltelllgence provided a specific request iz made
for a given liem,

2. In CIA the divtales of security are largely responsibla
for the relustance on the part of operaiionz offisers i nass lne
formation to Intelligence, 2An example of this oscurred some

Approved For Release 2001/1 1/20@ CIA-RDP79B01737A000900010009-6
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3. In the Depariment of State sae information is withheld
from Intelligence or at best glven very limited distribution

where the information bears drectly on negotistions then
widerway, However, the greatest diffieulty sxperienced Yy
Statets intelligence officers is omused by 2 lack of ®intellie
pence mindedness™ on the part of State officials a8 & remult of ,
Avwodtamna ‘M
which they fall to sppreciate the importmes to Intelligence |
of & given item,
ks On 29 Jly an AMr Fores RBeS50 plane was shot down by
the Bussians near Vladivostok, This feet was first imown to
Cporations as “"one of our RB«50%a is owerdus®, COperations
did not at fivst sppreciaste that this information was of value
to Intelligence md the facts were not made known to Intelli-
gence witil specifically mmted, Intelligenee-information on
this—ouse-was-act received-midl soms, six hours after the fast
vas first loown to Operations,

7 CIA-RDP79B01737A000900010009-6
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\h A lurge volume of eal infon;tim received in

Inteui;\ ce comes {rom press relams.
ments lists need to be vitalized and more use

2. Ml
should be made o \x'\aqzﬂremnu meghanmisns to follow up eritdexl »m%m&wﬁ‘
items, ’\‘\

i telligence ca@t@.mé in "opsrational® commmnications

1s not awallable zratuitously to Intelligence, elther because
of security or because of a 1-& °‘, *intslligence mindedness®

on the part of Operations officers.

Approved For Relea%eeiz il 1II"IZI0(;F l_Pf DP79BO1737A000900010009 6
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COMMUNICATIONS
R’ 1 B

1. Mﬁwmﬁm coming into Washington has bemn
screenoad in the field, at least %o the sxtent that readily .
recognizable items are normdlly sent by cable or other mems
of equally rapid transmission. _

2. Occasionally %ﬁmmﬁm nay be included in
pouched material and not be recognised as %ﬁﬁ
svaluated by Washington snalysts who are able to relate it
$o additional informaticn, usually from other sources amd not
avaliable to the field evaluators.

B, Channels into TAC Agencies

i. Overseas commnicatlions comed into CIA, State, and the
three Service Agencles by way of communications centers not
under the control of I;tenigence. In CIA the Office of Com-
mmicstione maintains the Jignal Cemisr, whieh is assisted in
the routing of ecables by the Cable Secretariat, a part of the
DCI staff, In the Department of State commmications are re-
celved first in the Division of Communications, and in the
three Services in indiﬂdpal stalf communications centers,

2. Thess eammiutig%cmra are staffed by commmicas
tions experts rather than intelligence personnel, Although
the individuals pride themselves on thelr ability to mowe
traffic promptly, they are generally not informed on

Approved For Release 2001/11/28 +:6IA-RDP79B01737A000900010009-6
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intelligence matters, md must rely prisarily on precedence
wesces [ -

to assure that specisl handliing is given to eritical items,
Normally, the decision made in the field that the item is to
be sent by electrical means melur!ts the decision that it bhe
glven precedence handiing, and mt%ﬂ items are ®so
narked.

3. The scope of this swwey did not permit visits to
communications centers, except in CIA and Air, as the centers
are nol under control of Batelligence, snd speclsl permission
would have been required from the "Chief of Staff® lewel.
However, there was no svidence that intelligence requiremsnts,
check liste, or other aids m“::-‘w{;qém;aﬁms centers
to slert the operators to the 1mportanea of t‘\c&w item
that does not carry a precedence indisator. Informants in
the intellipgence agencies interviewed stated, however, that
frequenily communications centers ars informed thal traffie
from a ﬁ.m lt,s:bion during a glven period should be cone
sldered \’;&&d and should be passed prompily. Am=sxmmple

L., The communications centers produce multiple copies
of inconming material and routs them to siated addressees with
information oopies to the command ad policy lewel and to the
variow segaents of the agency's own intelligence mit. Except

Approved For Release 2001/11/251; CIA-RDP79B01737A000900010009-6
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for limited distriution or closely held items, distribution
in 2lso made to other IAC intelligence wnlts where the incoming
information is clearly of an intelligence nature. |

S« Delivery by the communications centers is by courier,
although pneunatic tubes are used hy the Service Agencies in
the Pentagon,

6. JIG receives copies of othsr agensies' traffis and FRI,
Washington has its cwn teletype, tslephone, and radic nets for
commnications from the field offices., Ths ALC receives cables
from its traveling scientists, but these are normally of aw
pireky adminisirative nature, However, sertain ARG commmnics-
tions are routed to the Intelligence Staff, where they are
scaned for possible intelligence content.
€. Handling in Inteiligence

1. Material is deliwered by the commmications centers to
message centers, cable sections, and similar organisstions in
sach of the intellipence wmite. In CIA such message con ters
are located in the divisions of ID/P to handle Cli-nrocured
information, and in OCD for coples of commmications coming
from the other IAC Agenciss,

2. Generally, the cable desks and similsr collection pointe
sort the material according to the orgsnisstionsl dreskdown of
the intelligence component. Delivery is made by courder, either

Approved For Release 2001/11‘f20’~{;é§Q-RDP79801737A000900010009-6
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directly to analysta' dessks or, usually, to & secondary
gollection point at the nexi lower lswel, where the material
isamn sorted sccording to individusl desks and anAlymts,
md sgain delivered by courler or picked up periodically by
the analysts themsslves.

3. “o-gewerd, @om-ier plckups in virtually all agencies

sre nade sach hour for routine traffic,

25X1A
V. Chammels to the Command and Polley Level
1. The item 18 evalusted &o descrided in Section IV
L
below, and 1z disseminated to the command and policy level TS

&* t.":i»\ﬁ“'"“d o st %
in each agency, ored T Hae .m‘r"u..\c.,.:z A \W) Ommm Cow

e y tr* %
2. For exmaple, inm CIA )evalmtion 15 made 1n 0BT by the 3

regienal speclalists in the divisions, The re‘sultant intel-

s
L

ligence 1s passed through chamnels to the é’%y’ci, o in tura
passes 1t to the BHL, o takes 1t to the B ectrion
or spesdy means exisi for this {ranamission, and it is, there-
fore, handled by courier or by the hand of the official hime
self, The other agenciss follow & similar command-line
channel to the Chisf of Staff or Seeretary, the ultimate

recipient, If the item warrants, it is waeé to the NSC

‘cumv inmrmatmﬂ‘
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the hand of the senior officiel or Secretary concerned,

3. Lateral dissemination is possible and frequently
occurs at ®11 levels, As has been exlained sbove, the raw

e

incoming information ies disseminated to all (Sgencies, In
addition, the {inished intelligence is usually laterally
disseminated wpon completion of evaluation. This can be
sccomplished through a samewhat complicated snd rather
glow teletype hookup that linke the intelligence agencies
in the Pentsagon with State Department and CIA, or, as is

swore frequently done, by courler snd staff car.

aap

items recogniz:ﬁ in the field are uaignsd
; 1ent;x high’ precadance indiea’wf' to mm prmmt«
trmsmias qn both W aleetriea‘i means and by hmd after
they have reayfhe& k‘whingﬁtm J— M

Rnutine W move muc& more glwly, particularly
atter they get into iguhingtm mmmgmee chamels and
come wnder iHe routa.ng n&d conrier procedures which may

repult in as much’ as an hoin's delay at each collecting

,

?Gmtt g . “X‘*\
3. Points of initial entry at“@w fgtaff” level in
Y
each Agency handle all eomnica.tiona the field and

are not ss;xtim to mﬁalumce requiresmsnts, Only those
itens uhich are addreased 1o Intelligence and ch cxrry
high precedence :Lndi,catora are guaranteed mstlntmgam

digpatch into Int-tlligcnce.
Approved For Release 2001/11 Z‘GV*QIA -RDP79B01737A000900010009-6
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sgencies. The mtell;ﬁce\ roduct could be vastly improved
and delays in trgylﬁﬁsaim largdly eliminated if an inter-
Agenoy, aeawg,,{;laphme link coul {nsttblis’md to be
wsed by e},zc’*uatm, analysts, and wateh officers,

e

4

A-RDP79B01737A000900010009-6

Approved For Release g,go111_1i
e riba g

f.'



Iv,

Approved For Release 2001/41420-; GJA-RDP79B01737A000900010009-6
| "L'iint‘;?‘b%,
Security Infermation

EVALUATIOR
A. In the Field

1. To & largs extent all items transmitted from the field
to Washingion are evaluated prior to such transmissiocn. Thie
may include nc more than a decision that & given iiem is tc be
s s wee - [
This form of evzluation through selection takes place in 21}
five of the agenciez with collection responsibilities overseas.

2, (=2 vases iis entire alerting procedure on the policy
of having competent snalysts as far forward in thes fisld as
pdasible, snd relying on these analysts to make a fairly
thorough initial evaluation and selectiion.

3., This survey did not go into field procedures through
visits to field instalistions. Those Interviewed in Washington
expressed the opinion that a fleld survey is highly desirable as
Washington analysts are exiremely dependent om the ﬁald'argmi-
sations to gelect th for sseady transmission to
Washington, It was felt that despite a soundly conceived and
efficlently run orgmisation in Washipgton, failure could re-
sult from a lack 9£ awareness of importsnce in the field teo
the end that W o “"*“‘““s'f;m would not be recognised and
would not come to the attention of the Washington mechaniem
in tim to serve a8 & warning, In CIA it was stated that field
procedures viry widely according to arsas, In State field
svalustion dependz t{o s large extent on the éintelligence
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o ;uﬁ_)\u@wa.él w Yoo
mindedneas® of the senior policy offioinl.. ,.Muerﬂw
sgencies point out that as their% is primarily military «ffim;
those-Intorviewed were mable to indicate the:f;cﬁen that w uld
be tsken in the fisld in the event an ecomomie or political
item was collested.
B, During Duti Hours
1. CIh, State, =nd the three service agencies maintain
staffs to evaluate and analyse Incoming material, Routing
procedures get m{ﬁ&m&tm into the hands of these
gl ysts where the information iz compared with other kmown

facts, and where Enckground information and comments are added,

25X9

3. Most sgencies provide doubls or triple checks to

;'*u nhasy

asgure that items are not overlooked and that proper

evalustion is made, For example, in G~2 copie= of incoming

ook
cal lisms are routed to wrea malysis, to the Waitch

Commitiee Seoretariat, and to the G-2 Operstions Room, &1
¢ Ak To

three of which are mw recognising the 1mportiance of

incoming information and of taking immediats action,
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ke ¥Xuclear energy matiers are evaluated by the Joint
Atomic Fnergy Intelligence Committes (JAERIC), MHuclear Energy
Division of OSI ehairs this conmittes dprovides its staff,
Members are represcntatives from State, AEC, Army, Navy, and
Alr Force. The gommittee meets regularly ssch week and is
on call =zt a1l times including non-duty hours,

S. At Air Defense Command in Colorado Springs, the
svaluation prosedurs is centersd in the ADC Inddcations Board.
Thus, all incoming :}m%?tm are related to one or more
sategories of Indicators and evalusted in conjunotion with
other itens in the ssme or related categories, This mechanism
provides a mechanical memory in depth to asswre continuity of
thought on the part of the evaluators. The ADC Indcations
Board does not atiempt to use & mechanical means as z substitute
for carelul analysie and evaluation, but rather to -rovide
wmiformity and an orderly =oproach to mssure that all facets
are consldered from the standpoint of past infomat.:.on as
well as the liem’s relation to other subjects comprising the
indicator 1list,

6. Sast of the individuals interviewsd who are concerned
with the evaluation procedure felt that a weakness exists in
that Intelligence is not kept fully informed regarding US
eperations; whether diplomatic, military, or clandestine., Thus,
it is frequently very difficult for evalustion officers to

(@i Grrowamad s
detarnine wvhather amemt,\mve is an actlion or z reaction.
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Cs During Nopeduty Hours
le The watch officer procedure in intelligence is deseribed

in Section V below. With the exception of ADC, the wateh officers
participate in the svaluation procedure only toc the extent that
they call in eppropriate officisls, including regiondl and subjeot
evaluation offiesrs and analysts,

2, 211 TAC sgencies maintsin up-toedste Iists of home phone
numbers of officisls to be called eiﬂmr by watch efficers or by
switchboard operators. Thus, if a M‘*’ item is received,
sither as collected by an agenay itself or as received by it through
lateral disseminstion of the "raw® transmission, evaluators and
anxlysts are smong those valled in, |

3. When evaluators report to their officers as the result
of & non-duty hour ca}.l,’ they have access to their oum files and
records and prepare the iten for dissemination as outlined hbowvs.

“*’ﬂ. Conelusions i
\ \‘ i L« U(}d"’%‘ )KLA i(,,!,{
Le A survey | of the aﬁeqmey of the field evaluation process

t

is 'dnairible-
2, Evaluétion in Washington is, in general, adequate and prompt.
3. Each incomirsg im is routed to m%fices and staffs
for svalustion according “lso the recipientts mission, This cop-
stitntes a multiple check tc mqu-e that items are not overlooked.
li. The ADC Indications Boaré;i'a,vidss a mechanical memory in
depth as an ald to the evaluators. Cons&“&qrntion should be given
to the use of some such device in cther parts o? lntelligance.
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\

diplomatic, military, and clmdestmu cpambimm. Therefore, }
a immoﬁw A@’w}w *MM“A
they are frequently unable ta differentiate betwsen

‘i
o

astlons and reactions. B
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WATCH OFFICERS
A, Qenersl

1, ALl IAC agencies operate some gort of a waich mechaniem,
The term “walch officer® is used in this recort to denote an .
intelligence function and "duty of ficer™ refers to em@?ﬁuwsw\!g
operational functions,

2. In some agencies the watgh functiom is on a 2h~hour-aedsy,
Twday-a-weck basis, vhile in others a wateh function is conduveted
only during none=duty bours,

B, Personnel

1. CI&, NSA, and ADC have full-time waich officers who |
operate the watch office on a Zh~hour-a=day basis and who have
no other agssipgned duties. These agencies place considerable ree
IHance on the full-time watch officer, this reliance beiny justi-
fied by the continuity provided.

2, <fh State Department’wse Commnications Mvisionm, the
point of recelpt for overseas asbles, cperates 2k hours a day
snd the senjor official present notiftes members of Intelligence

\ CRITCNNS v
ir information cames to his attention., Intelligence
officers in State remain on call in their homes on 2 roster
basis during non-duty hours, and watch officers are on duty
in the offices of the Special Assistant, Intelligence from
090C to 1200 on Saturdays, Sundays and holidays, and in the
office of the Director of Imtelligence Research from 08LS to
1300 on the same days. o
e
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3. In G-2 the Operations Room is open 2k howrs & day and
during non-duty hours is mammed by two officers and two enlisted
men, the officers serve on & rosier basis and draw duly soproxi-
motely once each month, O-2 finds the roster procedure adequatls
&8 the individuals selected for the dutly sre senlor officers whose
job is nmormally that of making declimions and of keeping informed
on intelligence ma ters,.

L. In Ravy the sealor officer in the watch mechanism is a
Duty Captain, a section or branch head in ONI, who stands watch
in bis home and is on cdll., He is backed up by four wateh and
duty officers in thelr offices, all of whom operate on a roster
basis,

S5 In Alr ¥orces the senior duty officer during non-dutly
hours is located in the Air Force Command Poet, is a general
officer; and has full mthority to act for the Air Force. The
moet important intelligence officer during non-duty hours is
the air estimates officer, who so:ves on rofation and vwho ia
located in the Intelligence area with all files and materials
aveilable to him,

&, The ARC does not keep watch of fivers on duty in their
offices during non-duty hours, but the AEC switohboard is
supplied with home phone numbers of key officials, both in
intellipence and in other parts of the Commission,
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7. In JIG senlor officials are on duty in their offices
Saturday =nd Sunday morning, and an officer is on duty in the
office of the Dirsctor of the Joint Staff on a 2hi~hour-a-day
basis, The JIG Situation Hoom is oven and in operation 2%
howrs a day, and key officials can be comtacted at their
homes mnd ea'led in In the event Mﬁm&ﬁm is re~
colved,

8 In the FBI a fulletime supervisor who has this as his
only job comes on duty at four each ai‘teréoon and works until
midnight to insure sontinuity during the pveriod when the est
Corst offices are still open even though the Washington office
har closed. In addition, supervimors in the Domestic Inteliie-
gence unit serve a8 watch officers in the office of the Aszistmt
Director for Domestic Intelligence. These supervis-rs zerve a
o -week tour of duty, thus providing greater continuity than
if they were rotated sach night,

9. At Alr Defense Command in Colorade Sorings the watch
officers have no other duties and operate the dffice 2L bours
a day, 7 days a week, These officers, generally majors and
captains, maintain the Indieations Board and brief the Come
manding Oeneral in the morning., Thelr job iz primsrily
evaluation,
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C« Procedures »

1. 4ateh officers, whether fulltime or rotated, are the
point of receipt for E‘g ?& ri;zfamatim daring nop~duty hours.
In general, watch of{icers read all material passed to them
during their tours of duty and pay particular attention o the
prompt handling of items carrying z precedsnce indlcator of
"Priority" or bigher.

2. The duiles of the watch officers in the various agencles
vary slightly, but, in general, are limited to the callingein
of rvesponsible officials or eatimators.

3. in CiA's Signal Center and Cable Sseretaria’ the watch
officers call in sppropriate Area Division Reports Officers of
roreign Intelligence, who in turn meke the evaluation and pree
pare a PO for lateral dissemination by teletype. 1he Agency
watch officer in 0CI makes a preliminary evaluation, calls in
senior officials, including the Director, and alsc calls the
aporopriate evalﬁatim‘afﬂcora and salystis,

ke In most other agencies avélaatd.en officsrs, snalysts,
anc chiefs of branches ad divisions are called and they, in
turn, make the decision to call senior officialsm,

D, Alds

1.‘ Yatch officers throughout are supplied with watch of fleer
books containing published instructions and regulations, lists
of home phone numbers of on-call ofﬁaiaia and evalustion gffiw

cers, ‘and memoranda giving detailed steps to be followed by ihs
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ey ,
watch officer in the event ucét:nal Inforsation is re-

celved,

2. There was virtually no mention of maps or graphics
as alds w watch officers, although, presunably, these are
avallable in those agencles where the wateh fmmtieﬁ takes
place in & sitvation or operations room. An excepilon to
this 1e Alr Defense Commnand, where the entire wateh function
ls geared io the Indications Board and rélated nans,

3. Watch officers are briefed on the current situation
befere they enter sn duty and are usually given special
instructions as to what te look for if an incident is being
¢losely followed by current intelligence. An-exampls-of
this-occcurred—-at-thetine of -the—Ted-tn-rieis,

e As mentioned under Section 1II, Communlcations, there
is no secure method of communication between the watch mechanisms
except & slow and generally inadequate teletype link. Those
interviewed stated that in the event of a major emergency, the
te'iepizone would have to be used éea}im the need for security.

ﬁ,vwcns

1. ﬂentinuity is 1aat thraugh the pmtich{f rotating

watch afficsra for. a nne-night towr of du;ar/swry month or 8o,

 The Service igencles md ‘State shoul g’«f)/ ovide fulletime watch

officers who have this as their /p\ﬁy aai@aent and thus assure
continulty dering non-duty t;mn‘s

i
S
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“‘wﬂ. 7 ‘fhs collection responsibilities in FBX ‘are radequately
met by the Puresu's present procedurs, ‘I‘hsro appears to be no
need to increase ptoge&ures now heing follewad in JIG end AEC,

3. Wateh officer aids are adequat.a as fer as procedursl
directives and on-call phone v},i‘sts' L] concerned but inadequaite
with respect to maps and g:‘aohie aids ci"\fénﬂf‘.ype illustrated
by the ADC Indications’ Board.

Lhe Yateh cff;,éu's lack adequate means of seaurs nonmm.ca-
timﬂ during ?o’n-duty hours,

/

F‘zf
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out delay into intelligence shmmln. To accomplish this it
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RECOMMENDATIONS ™~

HOTE: The following items sre listed in the ordsr
in which they sppear in the foregoing sections -
of this report. No attempt has besn made heys
to place recommendations in priority erﬁar m-v
gording to their importance.

1. m aoroys-the-board survey ahould be mdertaken to o o
AR - # i )ead
dstwm my much infermation comes fi,rat., and some- | -
timas only, trm the press ssrvices, (?‘““MB" Lt
2. Bxisting oo mquimm:t.aﬁuats should . “M
be %ﬁ up to dtte and vitalised, and s greater effort Bl
should be made to use enating faciliuoa to obtain followwup
information in eritical situations. ‘ wm e
3. Arrangements should ’oe made to sssure t.hat infama— 05" o
tion contained in operational eomieationa is passed with- ke eh
¢ gﬁ*"’;'

will probably be naeasau'y to mthoriae ¢srtain intelligence

officers to recsive operational information and to incrsase

the in‘h&lligenue-mmaﬁmus of sertain command and policy officers,
& tgenaio should attempt to speed up exiating pPro= .

sedures for the handling of routine items which mqy be eritical, ‘\Mkr enbenf”

This ra!‘tra pﬁmwﬂy to routing procedwres that mmﬁma
result in as much a8 an howr's deldy at esch of three or‘ four

eollestion centers between ths point of initlial receipt and

the ultimta sddresses or evaluator.

M&.Tm
5. B instructions should be given to staff aommmia;—

tions offices to ensure that {ntelligence is not overlooked

during the initial roubing of incoming material.

A-RDP79B01737A000900010009-6
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6. A technical survey should be xmdwttken in an
*’M

sffort to set up A secure telephone or telecon ’oatwun

/ _the IAC Agencles in Washington for n!c? avaiuatsrs, analysts,
and watch of floers. ’
?. Each sgency should suryey the adaquicy of its field
Mustiqn procedure to i’fﬂure that m‘:ﬁm are recog~
niged in tﬁe 1614 and send, prampt}.y to ‘ashington by electrie

&l means,
/ 8, The nﬂ:qation pracedure and the wateh of ficer mechanism
O\ can be improved mrmh the uawbliahmt of & sentrslised indica~
tions mechanism to prcﬂ.de unifom'ity and to assure that past
informstion i_a not cnrlao&ed. /

\ usr % )
e Aﬁﬁ?ﬁmgmee sﬁou}.d ba ini‘omed of military, diplomatic ( b '

md almd&atine epera:tions o t&xa’e evalustors san differentiate
Yo An A\mﬂ»i
between Sc'Aeﬁ/ mtv{ and reactions. :

ontinuity. State aa& ( three 3ervice ,_/

‘Agsn ;}m wat.ch cr&ms’;m have tbia [ 42~

/ . ) /‘ \'&X, % v

H as thelr /8 o

/ , Y giis
] / : /
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SURVEY OF ALFRTING PROCEDURES IN ARMY o g
1. gﬁ Assistant Chief of Staff, G-2, Department of the Army,/collects in

the fi 1\:5 through its overseas commands, attache system, Cowx‘ar Intelligence
Corps, etc. Information is analyzed preliminarily in the field and passed to
Washington by cable and by vouch. G2 believes that thig/fleld analysis sssures
that oritical information is recognised in the shortest pssible time, and that
prompt action is gusranteed in that the field unlis ign approximately high
routing precedence to sach cable.

2, Cables are raceiwed in Washington in Staff Copfumnlcations, Office of Chief
of Staff, D.A. Hipe they are routed by pneumatig tube to ths appropriate sub-
divisions of the Départment, including G=2 snd Lis produwction divisions, re-
search branches, Operations Room, and the Wa Committee Secretariat. Thus,
eritical informablon ‘that had been so recognfzed in the field is seen concur-
rently by both the Comhand and wrking echefons of Army Intelligence.

3, Routine cables are digseminated alony the same channels with the likelihood
that the significance of sy iiem would recognized by the production and re-
gearch anslys=ts, by the OpeRations Rooy offlcers, or by members of the Watch
Committee Secretariat. Thisy in G«2'y opinion, constitutes a2 three-way check
to assure that critical inforhation, /ot detected in the field, is not over-
looked in -2 itself, %

k. The production and research wilts of G=2 evaluate critisal information as
soon as it is received, add background or elaboration, and forward their product
1o the 3-2, to the Watch Commityee ghairman, and other officials as indicated
by the svbstancs, / \Y

/
§. ‘The techmical services (Medlcal %vxce, Ay Fngineers, etc.) maintain their
own imtelligence sfforts on /a decentralized basis; and a1l of them work closely
with the Watch Committee Setretariat and, with G2 Operations Room as well as with
the office of the (-2, Considerable advapce has been made since “orld War II days
in that operations and vlanning officers ngw keep G2 well informed regarding both
operations snd plans, and G=2 feels that nd gap exlsis because of a barrier be-
tween the two interests,

6. The G-2 Operations Room is the center of dgn=duty hour activity. It is open
2k hours & day, and is manned during non-duty qurs by a field grade and 3 compmmy
grade officer with gnlisted support. The officeXs, drawn from the production
divisions and resesrch branches, serve this duty ¢n rotatlon. They are fully
brisfed on recsnt Antelligence developments end prijgedures to be followad in the
event oritical information comes in during noneduty\nours. Senlor (=2 officials
are called by i;?e duty of ficers when critical informajion arrives after hours,.

7. 02 places/great reliance on its intelligence units\in the field and feels
that they ars/competent to recognize critical informatick and to assure that it
is adequately flagged and passed promptly, into intelligehge chamnels in Washing~
ton. G-2 believes that as a number of different G2 slemen}s see the same ine
eoming information, adequate provision has been made to assure that something
{mportant is not overlodked. =2 is largely dependent on the"intelligence aware-
ness of Staff Communications. G=2t's duty officers for non=duty hours are rotated
and thus lack full continuity. '
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